Template AI Policy

**NOTE: The following is a draft policy for use of generative AI tools that may not be appropriate for all companies or may require updates to suit a company’s particular circumstances.  Modify and adapt this to meet your firm’s legal, security and operational needs before implementing**

Policy on Generative AI Platforms for [Firm Name]

Introduction and Purpose

This policy governs the use of generative artificial intelligence tools or platforms (“Gen AI”) by any person in the performance of services for or on behalf of [Firm Name].

Any questions about this policy should be directed to [Insert name and contact details].
 
A. What is Generative AI?
Generative artificial intelligence refers to artificial intelligence technology that creates new content (such as text, audio, data, images, video) (“Output”) by leveraging content that the technology was trained on (e.g., through machine learning) (“Training Data”) in response to prompts submitted by a user (“Prompts”).  

The following are examples of Generative AI platforms (“Gen AI Platforms”):  [Note this chart can be modified, as desired.]

	Type of Generative AI
	Examples

	Text-to-text 
	Chat-GPT, Copilot, Bard

	Text-to-images
	DALL-E 2, Stable Diffusion, Midjourney

	Text-to-source code
	Chat-GPT, GitHub CoPilot, Open AI Codex

	Text-to-video
	Synthesia, Runway

	Text-to-sound
	Amper

	Text-to-voice
	UberDuck




Appropriate Use

Some appropriate business uses for generative AI include:
· Sparking creativity
· Research
· Automating or assisting with repetitive tasks
· Generating content for social media and marketing
· Rapid messaging and correspondence
· Summarizing meetings or conversations
· Generating product and business ideas or strategies

B. Generative AI Tool Selection
Option 1:  [[Note: If your firm will only be permitted to use certain platforms:]
Until we, as an organization, better understand the capabilities and risks of the various emerging and generally available AI tools and products, we ask that you limit your work-related interactions with Gen AI Platforms to those tools listed below.
 
List of Approved Platforms
· [insert approved platforms]
· Note: If you have generative AI needs that are not being met by these provided tools, please contact <insert person and method here> to discuss options and alternatives. Your specialized, unmet use case may provide an opportunity to participate in early-release, beta, pilot, or as-needed software trials.
Option 2: 
Employees are encouraged to explore and experiment with generative AI tools for professional development, research and other business purposes.  The firm recommends that employees use a Gen AI Platform listed below.  If you would like to use a different GenAI Platform for business purposes, please notify <insert person and method here>.  
List of Approved Platforms
· [insert approved platforms]

C. Policy Enforcement
This policy is not optional. 
· The Company takes use of Generative AI seriously and has developed a multidisciplinary team to be responsible for governance and oversight of the AI policy. If you are unclear how to proceed in a particular scenario, please reach out to [insert name]. 
· Failure to comply with this policy could result in disciplinary action, up to and including termination. If you become aware of any potential violations, please report these to [insert name].
D. General Guidance

As a [Firm Name] employee, you are charged with the responsible and appropriate use of the generative AI tools that have been made available to you.

We must only use GenAI Platforms in ways that are lawful, transparent, and fair.
 
Permitted Behavior  
GenAI Platforms may be used in a manner that is not restricted or prohibited by this Policy, such as:
· a starting point for ideas or inspiration
· a replacement for a search engine and for information gathering
· a way to summarize or analyze non-confidential information
· [Insert any other permitted use cases.]

PERMITTED BEHAVIOR
The following activities are permitted as long as you both (A) do not engage in any Prohibited Behaviors described below, and (B) do engage in all Required Behaviors described below:
1. YOU MAY use Generative AI Platforms as a starting point for ideas or inspiration.
2. YOU MAY use Generative AI Platforms as a replacement for a search engine, and for information gathering.
3. YOU MAY use Generative AI Platforms for summarizing or analyzing non-sensitive content (such as news articles).

4. YOU MAY use Generative AI for other use cases which are not prohibited by this policy or any of our other policies.

Prohibited Behavior
The following uses of GenAI Platforms are prohibited:

· DO NOT input confidential information of the Company or a third party into Prompts, unless you are using an approved GenAI Platform listed above.
· DO NOT input personally identifiable information or other highly sensitive information into Prompts.
· DO NOT use Prompts or Outputs that are harmful, inappropriate, or violate the Company’s standards and policies concerning appropriate workplace conduct.
· DO NOT use Outputs for any fact-based use cases where accuracy is important, without additional verification.
· [List any uses that your company would like to restrict. This list will vary by company. Include diverse perspectives in an internal discussion about your standards and risk tolerance. Example use cases could (but don’t have to) include: performance evaluations, legal contracts, specific report analysis, etc.]
 
Required Behavior
Any employee that uses a GenAI Platform for business purposes must adhere to the following requirements:

Accuracy
1. DO review any Output to identify errors, security vulnerabilities, plagiarism and other infringement risks, and other issues.
Records
2. DO keep records of Outputs that are intended for external use cases.
3. DO keep records of any GenAI Platforms you use for business purposes.
Transparency
4. DO NOT hide from, or mislead, any third party regarding the use of artificial intelligence in any Outputs, particularly to the extent the Outputs involve automated decision-making or suggestions.
5. If using GenAI Platforms in work for a client ALWAYS confirm that such uses are permitted under the client relationship.
GenAI Platform Guidelines
6. DO comply with any usage policies and other terms of the applicable GenAI Platform.  For questions on any such policies, please contact [insert name].

 
Decision Making

[Firm Name] employs artificial intelligence technology in the creation and development of content and other materials. We are committed to transparent and responsible use, following stringent guidelines to ensure the proper utilization of AI tools. These guidelines are designed to protect against bias, ensure data security and mandate ethical use. In our firm, AI is used to assist not to replace or fully automate our processes. All deliverables are reviewed by 
individuals who understand our clients, their needs and the limitations of artificial intelligence.

The raw output of generative AI tools must never be used as a deciding factor in the making of decisions which may have material or legal effects upon natural persons, including [Firm Name] employees or clients.
 
The raw output of generative AI tools must never be used as a deciding factor in the making of decisions which may have material or legal effects upon the [Firm Name] organization.




